Running head: INFORMATION TECHNOLOGY SYSTEMS 	1
INFORMATION TECHNOLOGY SYSTEMS 		2 




Information Technology Systems
Student’s Name
Instructor’s Name 
Date 








Information Technology Systems
Section 1: IT auditing
[bookmark: _GoBack]An IT audit refers to scrutiny and valuation of information technology of an organization’s policies, infrastructure, and operations. Information technology audits evaluate if IT controls safeguarding corporate assets, enhance the integrity of information and make sure that it is compatible with the overall goals of the business. According to Brusca et al. (2016), the functions that are involved in information technology audit include evaluation of processes and systems that guarantee security to the data of a company, ascertain inefficiencies in IT systems and the associated management. Additionally, IT auditing works to ensure management of information comply with specific laws, standards, and policies of IT. Determination of threats to information assets of a company and the identification of mechanisms to eradicate those threats is also a function of IT auditing. 
The Sarbanes-Oxley Act of 2002 is an established federal law for cleansing auditing and financial policies majorly for public companies. The legislature created this law to ensure security for the public, shareholders, and employees against fraudulent financial activities and accounting flaws. The Sarbanes-Oxley Act is relevant to IT auditing because one of the laws’ key provisions state that terms of imprisonment and fines should be developed to control the destruction of documents in the process of court actions or investigations. The law is also relevant to IT control and compliance as another provision in the statute dictates for the closing of relationships and transactions that are off-balance sheet which could cause financial effects to the company. 
The Health Insurance Portability and Accountability Act (HIPAA) of 1996 is a federal law that focuses on safeguarding health insurance coverage for public and private workers and their loved ones that may lose or change their jobs. The law demarcates new health plans capability to abscond coverage as a result of pre-existing terms and conditions. The primary reason this statute was created was to bring confidentiality systems in the healthcare facilities. HIPAA covers billing companies, non-patient care workers, health plans and students. The law is relevant to IT auditing, control and compliance as the security officers are mandated to maintain and document security policies and processes, audit the healthcare facility systems and assess threats and compliance with existing policies. Basic Skills such as tech-savvy, detail orientation, professionalism and business mind are key for one to become a proficient IT auditor (More & Chaudhari, 2016). An IT auditor should have an eye for details, must be a clear communicator and diplomatic as well as owning heavy computer expertise in software, hardware, cloud computing, and networks. Having experience in accounting and business mathematics in addition to a college degree is significant as well. 
Section 2: Governance processes
The governance processes are needed in IT to help identify key decisions. IT governance is built for making policies on how effective investment in IT can support achievement of set strategies of a company. Governance process also ensures there is reliable information needed for making informed decisions. Young et al. (2015) suggest that once primary decisions are identified, a governance process investigates alternative models of action, evaluating the applicable approaches of effectiveness and relating these approaches to assessments of risks. The governance process also presents a framework that identifies the duties and responsibilities, policies, process and philosophy to promote quality decision making in an organization. 
COBIT works on concepts that analyze certain governance issues and subjects that can be addressed by governance objectives. Some focus areas of COBIT that help in alignment of business and IT objectives include cloud computing, cybersecurity, small and medium enterprises, and digital transformations (Voss et al., 2015). COBIT is structured to be prescriptive to direct companies in establishing a governance mechanism as well as allowing companies to tailor a strategy that best fits the company’s IT objectives. COBIT defines the components that can lead to the establishment of effective information flows, behaviors, infrastructure, and organizational structure. It is also designed to provide the management with necessary insights concerning the alignment of technology with achieving goals. 
Risk assessment is the recognition of threats that can negatively affect the ability of a company to conduct its affairs. These assessments are crucial as they enable the identification of integral business risks and give processes, measures, and control strategy that minimize the impingement of these risks to organizations’ activities. Risk assessment has relevance with IT auditing as it provides a comprehension on the return of investment, in case funds are vested in infrastructure to counterbalance potential risks. The key properties of a quality IT system include integration, interaction, interdependence, and organization. Integration ensures the holism of a system. Interdependence implies that parts of computer systems should be designed to rely upon each other. Interaction refers to how every component cooperates to ensure the successful operation of the system. The organization is the structure and order of components of the system. 
Section 3: Project plan components
The primary components of a project plan are scope statement, risk statement, critical success factor, work breakdown structure, and deliverables. Additionally, budget, schedule, quality, stakeholder, human resource plan, procurement plan, communication, and risk register. The primary benefits of depending on system development standards include enhancing monitoring and control of enormous projects which are used to actualize business goals. Moreover, systems development standards are beneficial in that they define an in-depth step that can be followed in formulating a system design. The orderly sequence of establishing measures and stringent controls enhances the adequacy needed for documentation. Kerzner& Kerzner (2017) posit that the systems development standards provide a design review which facilitates quality, maintainability, and reliability of the developed solution. 
The first step of a software acquisition process is team selection in addition to five key process steps. This step discusses the selection of the team members which should be kept between 2 to 5 members. The team members should include a team leader, persons of varied talents, facilitator, technical talent individual. The second step is discovery which is an interview procedure that lasts for several days. The third step is the functional requirement specifications (FRS) which refer to a step whereby team members reread the business affairs to compile information flows in depth. Solution selection is the fourth step which involves rigorous enforcement procedure that entails a structured process within itself. Additionally, this step uses a strong rank method of weighing.
 The fifth step is the request for proposal which conveys the entire FRS in addition to all process conditions. The sixth step is the vendor response. This has written responses that are demanding the inclusion of interest of each vendor. Rank weighted tabulations are the seventh step that involves the imposition of rigor in the entire process of acquisition. The eighth step is the decision meeting which implies that the selection team needs to finalize on the analysis and provide recommendations that are well drafted. The software can be acquired from a range of sources starting from computer manufacturers, retail stores, mail order houses, and software vendors (Fleming & Koppelman, 2016). Comparatively, companies can also develop software, or purchase, lease or rent an available software package. These are known as external sources of software acquisition. Internal software development includes purchasing or renting software. When comparing internal and external software sources, it is realized that internal software can be customized to meet all the needs of a company although this may be more time consuming than a purchase software.  
Section 4: Application risk
Viruses, Human error, Natural disasters, malware, and Hardware failure are Some of the application risks encountered by business organizations using Information Technology systems. Each risk as listed impacts negatively on the performance of a company. For instance, the presence of viruses in the system can disrupt the operation of a computer by copying itself and spreading to various computers. Also, Human error which occurs due to careless disposal of data, the opening of emails infected, and incorrect processing of data can make unauthorized individuals to access important information from the company system. Besides, Natural disasters like fire, flood, and cyclone can damage buildings or computers and in turn, lead to loss of important data. According to Costanzino & Curran (2015), malware and hardware are application risks caused by malicious software that disrupts the system and data corruption respectively. 
Release packaging process, customer testing process, training process, documentation process and change control process are some of the control processes related to the software release process. In this case, Release Packaging is a methodology for making decisions on things to include in release. On the other side, the change control process is a procedure for following proper authorization, notification, and documentation of any change. Training process establishes a procedure for training persons to help in release in respective capacity.  Furthermore, customer testing process contains a set of procedures for identifying and inviting customers to participate in beta testing. 
The component of the service-level agreement (SLA) is an essential part of technology. SLA has various key components such as stakeholders, service agreement and agreement overview which contains details about the involvement of an individual, date of expiry and other information that is addressed by SLA. Additionally, other key components in SLA are periodic review, goals, and objectives for indicating the ability to create agreement as outlined in the computing standards. Problem management is a process for managing the cycle of various problems happening or which might occur during the delivery of IT activities (Wang et al., 2017). The main objective of problem management is to inhibit problems and incidents from occurring in the future. Furthermore, problem management eliminates certain incidents that may be recurring and minimize the risks of those that are difficult to prevent. The IT library, therefore, refers to a problem as an incident that results in a myriad of issues. 
Section 5: Planning and control areas
When establishing planning and control areas of security management system the areas of concern include integrity, confidentiality and availability. Confidentiality makes sure that data can only be accessed by people with permission. Integrity works to ascertain that the data is holistic, complete and accurate. This ensures that the information is not compromised. Availability is a control and plan strategy that ensures that information can be accessed at any time when required without manipulation. An information security management system controls the information by a series of business risk design, to implement, establish, monitor, operate, review, maintain and advance information security. 
System maintenance refers to the alteration of a system to correct flaws, for performance improvement or to make system get adapted to a modified environment or altered requirements. System maintenance encompasses removal of program and structure faults, updating test data and documentation. The system maintenance also involves updating of the user data. To ensure convenience system maintenance is categorized into corrective maintenance, adaptive maintenance, and perfective maintenance. Kerzner & Kerzner (2017) defines IT operational control as a central control and monitoring function that executes operations tasks. Operations control is mandated to console management which implies the process of monitoring the infrastructures of IT using different IT control tools. Operations control also helps in print management where it oversees centralized printing activities. 
Data warehouses are considered to be unique because they handle data from various resources and ensures that the data is altered before eventually being put into the database. The most concerning issues about the data warehouses are the management problem given that recovery of a huge data warehouse can be tedious. This means that to some extent, the original OLTP backup recovery approaches may fail to avail the necessary needs of a data warehouse. Another concern is that a data warehouse is basically for keeping historical information which is hard to transform. Therefore, such data can only be backed up once.  
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